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1. ARP - zj ednoduseny popis prekladu I P na MAC

ARP — Address Resol ution Protocol

. Host A chce konuni kovat ponoci |IP s Host B na stejne
siti. Pro komuni kaci znam | P-odesil atele a IP-prijente a
tudi z j sem schopen sestavit | P-datagram/3 vrstva/.
Problemje v tom ze | P-datagram nusi byt zabalen v
| i nkovem ranci /2 vrstva/ napr. ethernet. Aby jsem nohl
vytvorit ethernetovy ranmec potrebuji znat |inkovou / MAC
adresu odesilatele a prijence. (desilatel jsemja a svou
MAC adresu znam zbyva tedy zjistit MAC prijence. Toto
resi protokol ARP.
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. ARP resi problemzjisteni MAC adresy jineho PC na stejne
siti ze znalosti jeho IP. Do site se vysle |inkovy
broadcast typ 1 /2 vrstva/ s cilovou adresou
FF. FF. FF. FF. FF. FF. V tont o broadcastu uvede svoji NMAC
svoji IPalP prijence. Protoze je cilova MAC
FF. FF. FF. FF. FF. FF dost ane se ke vsem PC na tonto segnentu
site. To PC ktere ma | P uvedenou v broadcastu se ozve
| i nkovym dat agramemtyp 2 /opet 2 vrstva/ ale uz ne
br oadcastem al e na konkretni MAC adresu, kterou obdrzel v
predchozi m br oadcast u.

. Vypi s programu tcpdunp

09:54:17.063770 arp who-has 195.113.106.168 tell 195.113.106. 167
09:54:17.063875 arp reply 195.113.106. 168 is-at 00:11:11: 35: 1d: bf
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ARP Dbroadcast - request

bl arp - Ethereal
File Edit Yiew Go Capture Analyze Statistics Help

BEsea olxfe Baboiy B QAR Ve X &
[ Eilter: |'~" 4 Expression... | @ Clear | & Apply

Mo, |'I'|me . | Source | Destination |3mt-ncd | Infe
5 10.521036 neo.firmal.intr Broadcast ARP Who has 195.113.106.1297 Tell 195.113.106.168
16 10.521206 Cisco_23:8c:00 nec.firmal.intr ARP 19%.113.106.129 is at 00:04:65:23:8c:00
17 10.521214 195.113.106.168 195.113.106.14 ICMP  Echo (ping) request

T Frame 15 (42 bytes on wire, 42 bytes captured)
Arrival Time: Jan 27, 2006 10:01:05.205960000
[Time delta from previous packet: 0.517623000 seconds]
[Time since reference or first frame: 10.5%21036000 seconds)
Frame Number: 15
Packet Length: 42 bytes
Capture Length: 42 bytes
[Protocols in frame: eth:arp]
|= Ethernet II, Src: neo.firmal.intr (00:11:11:35:1d:bf), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Destination: Broadcast (ff:ff:ff:ff:ff:ff)
Source: neo.firmal.intr (00:11:11:35:1d:bf)
{ Type: ARP (Ox0806)
|¥ Address Resolution Protocol (reguest)
Hardware type: Ethernet (Ox0001)
Frotocol type: IF (Ox0800)
Hardware size: 6
Protocol size: 4
Opecode: request (0x0001)
Sender MAC address: neo.firmal.intr (00:11:11:35:14:bf)
Sender IP address: 195.113.106.168 (195.113.106.168)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 195.113.106.120 (195.113.106.129)

Eame (frame), 42 bytes : P:31D:31M: 0 J
i 2 | |@ Mozilla Download - Mozilla - |i@) arp - Ethereal @ root@neo:~ - Shell - Kensole | —_—
W P & : . — | o
. 3| 4 | B mc - varnamedichrootivar/n. |3 Inbox for jura@firmal.intr - M. & i
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ARP br oadc

o 21D - Ethereal -

ast reply

ARP
ICHP

neo.firmal.intr
195.113.106.14

16 10. 521206
| 17 10.521214

23 :8c 00
195.113.105.165

File Edit Yiew Go Capture Analyze Statistics Help
BEEed ol xfe B4p® EE aqael Ve X &
(%) Eiher || % Expression... | & Clear| & apply
No. |Time. | Source | Destination |3rotocol | Info
15 10.521036 neo.firmal.intr  Broadcast ARP_ Who has 195.113.106.1297 Tell 195.113.106.168

195.113.106.120 is at 00:0d4:65:2;
~Echo (ping) request

= Frame 16 (64 bytes on wire, 64 bytes captured)
Arrival Time: Jan 27, 2006 10:01:05.206130000
[Time delta from previous packet: 0.000170000 seconds]
[Time since reference or first frame:
Frame Number: 16
Packet Length: 64 bytes
Capture Length: 64 bytes
[Protocols in frame: eth:arp]
|¥ Ethernet II, Src: Cisco_23:8c:00 (00:0d4:65:23:8c:00), Dst:
Destination: neo.firmal.intr (00:11:11:35:1d:bf)
Source: Cisco_23:8c:00 (00:0d:65:23:8c:00)
Type: ARP (0x0806)
Trailer: 000000000000000000000000000000000000
Frame check segquence:
|¥ Address Resolution Protocol (reply)
Hardware type: Ethernet (O0x0001)
Protocol type: IP (Ox0800)
Hardware size: 6
Protocol size: 4
Opcode: reply (0x0002)
Sender MAC address: Cisco_23:8c:00 (00:04:65:23:8c:00)
Sender IP address: 195.113.106.120 (195.113.106.129)
Target MAC address: neo.firmal.intr (00:11:11:35:1d:bf)
Target IP address: 195.113.106.168 (195.113.106.168)

10. 521206000 seconds]

0x00000000 [incorrect, should be Ox2ddbaa34]

neo.firmal.intr (00:11:11:35:1d:bf)

| File: “frooarp" 3204 Bytes O P:31D:31M:0

9 | |@ Mozilla Download - Mozilla |

@) arp - Ethereal

|E root@neo:~ - Shell - Konsole | 10:16

4

BRI |8 me - fvarfnamedichrootivasin

% Inbox for jura@firmal.intr - M|

0 g

2006-01-27F
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2. Strucny prehled | P protokolu

3. vrstva, sitova nespojovana sl uzba posilani nezavisle
sner ovanych paketu

Nektere |inkove protokoly jsou urceny pro dopravu dat v
ranci | okalna site, jine |inkove protokoly dopravuji data
nmezi sousednim snerovaci rozsahlych siti.

| P- prot okol na rozdil od |inkovych protokolu dopravuje data
mezi dvenma |ibovolnym pocitaci v Internetu, tzn. | pres
nekol i k LAN.

Pakety jsou od odesilatele k prijenti dopravovany-snerovany
pres snerovace /router/. Po ceste nmuze byt cela rada
snerovacu. Kazdy snerovac resi sanostatne snerovani Kk
nasl eduj i ci mu snerovaci .
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| P - datagram

([

- 32 Bits >
| 1| | NI AR AN AN A RN AN AN N BN SN AN B R
Version IHL Type of service Total length

|dentification E l\é Fragment offset
Time to live Protocol Header checksum
Source address
Destination address
B\ Options (0 or more words) C!E
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. version - verze protokolu bud | pv4 nebo | Pv6
header length — infornmuje o del ce hlavicky datagranu,
prot oze header obsahuje options s pronennou del kou

. type of service - urcuje prioritu paketu pri posil ani
siti /dnes Differentiated Services Field /

. total length - delka |IP paketu (max. 64kB)
| dentification - |ID paketu (docasne) jednoznacnhe v rancti
zdroj e, vsechny fragnenty paketu maji ID stejne

. flags - povol eni/zakaz fragnentace, indi kace posl edni ho
fragnentu fragment ovaneho paketu

. Time to Live - pocitadl o snizovane pri kazdem pruchodu
snerovacem proti zbloudilym paketum cyklujicimve
snerovaci smycce. Pri docitani do nuly se paket zahodi.
protocol - cislo protokolu vyssi vrstvy neseneho v paketu
header checksum — kontrol ni soucet vSech bytu hlavicky
dat agramu, nezahrnuj e datovou cast paketu (!)

. source & destination | P address — | P adresa zdroj oveho a
ci | oveho pocitace (zarizeni)

. options - volitel ne, pronenna del ka
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| P — dat agram

= top_home - Ethereal )
Elle Edit Wiew Go Caplure Analyze Statistics Help

S o xE RQesoF L EE QQAQAHE WMEX

) Eiter = | 4 Expressin | Y vymozat | of pous
Mo - Time Source De stination Protocol Infa
2 0.001619 10.152.30.1 10.152.30.50 TCP http » 24773 [S5YH. ACK] Seg=0 Ack=1 Win=57922 Len=0
3 0.001663 10.152.30.50 16.152.30.1 TCP 24773 > http [ACK] Seg=1 Ack=1 Win=5840 Len=0 TS5V=1
4 0.011116 10.152.30.50 10.152.30.1 HITP GET 7 HITP/1.1 [
&0 M a3R1d 1A 182 3N 1 10 182 30 60 TTrD httn % 24773 FACK1 Sanz=1 &rkz624 WinzA41? Lanzn TV |7
T | I—
— - - T T -
P Ethernet II, Src: aa:aa:03:00:00:00 (aa:aa:03:00:00:00), Dst: Intel-Hf di:35:7a (00:a0:c89:d1:35:7e)
= Internet Protocol, Src: 10.152.30.50 (10.152.30.50), Dst: 10.152.30.1 (10.152.30.1)
Version: 4
Header length: 20 bytes
= Differentiated Services Field: Ox00 (DSCP Ox00: Default: ECN: Ox00)
0000 00.. = Differentiated Serwvices Codepoint: Default (Ox00)
..0. = ECH-Capable Transport (ECT): O
eess +oa@ = ECH=CE: 0
Total Length: &0
Identification: OxcdS7 (50263)
= Flags: 0Ox04 (Don't Fragment)
0... = Reserved bit: Not =et il
.1.. = Don't fragment: Set
.0. = More fragments: Hot set
Fragment offset: 0
Time to live: 64
Protacol: TCP (0Ox0G)
= Header checksum: 0x2502 [correct]
[Good: True]
[Bad : False)
Source: 10.152.30.50 (10.152.30.50)
Destination: 10.152.30.1 (10.152.30.1) 73
b Transmission Control Protocol, Src Port: 24773 (24773),. Dst Port: http (BO), Seq: O, Ack: O, Len: © -
File: “imediaiusbdiskivsb_mojeicentosimg_etherealicp_bome® 5367 Bytes 0000044 JP3TD:3TM O o

e T Toumm e BT o]
@ 6 .) @ ﬁ [« BN © | ™ konsoie 2] 4|. F.rerm-un[zp]-'lmmnunc . m;}. e s @ 'uﬁ@ g::

jiri.xubina@osu.cz Centre of Information Technology - University of Ostrava



mailto:jiri.kubina@osu.cz

Zahlavi

Informace z IF

jiri.kubina@osu.cz

3. H avi cka TCP

IP-adresa odesilatels (source IF-adress)

32 bita
IP-adresa pfijemce (destination [F-adress)
32 bith
5 : Protokol vySsi vrstey Celkova délka IP-datagramu
Sl (protocol) - B bitis 16 bitil
Zdrojovy port (source port) Cilowy port (destinalion port)
16 bitd 16 bitQ
Poradove cislo odesilangho bajtu (sequence number)
32 bitd
Pofadové gislo plijatého bajtu (acknowledgment number)
32 bitd
Delka zahlavi Rezereva UiaBIRISIF . .
4 bity & bitd {H; E- ﬁ % : r!| Délka okna (window size)

Binami nuly

Ukazatel naléhavych dat (urgent poinfer)
16 it

Valitelng polozky TCP zahlavi

DATA

| Pfipadna vyplfi na sudy |
! poéet baitd - bindrni nuly !
Y.
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4. Navazani spojeni TCP
Navazani spojeni - Three way handshake

1. Gdesl ani synchroni zacni ho (SYN) paketu a Initial Sequence
Nunber (ISN-A) /ACK nunber neni definovan/

Host A si preje navazat spojeni s Host B. Host A posle paket
na Host B s nastavenym synchroni zacni mbitem (SYN), ktery
oznanmuj e vzni K noveho spojeni a Initial Sequence Nunber
(ISN), ktery unobznuje rozpoznavat /sl edovat, urcovat/ pakety
posi | ane nezi Host A a Host B.

Poznanka: | SN jsou nahodna, aby se zabranil o pripadnenu
ovlivneni zbloudilym pakety ze zavreneho a brzy znovu
ot evreneho spojeni nezi stejnym Hosty

jiri.kubina@osu.cz Centre of Information Technology - University of Ostrava
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Eile Edit Wiew Go Caplure Analyze Smtisics Help

S ol xE8 RQReswF L EE QQAE EME X

IEHIIE: | (ip.addr eq 10,152 30.50 and ip.addr &g 10,152 30.1) and (icp.port mzd?lj + Expression._.. I%Wmml[ f Eou:th|

he. Time . Source Destination ] Infa
1 0.000000  10.152.30.50 10.152.30.1 TEP 24773 tp [5YH] Seq=550857293 Ack=0 Win=5840 Len
2 0. 091519 10.152.30.1 10.152.30.50 TCP http > 24?73 [SYH, ACK] SEQLLBSEZEESSE ﬁck SO0B5729
3 0.001668 10.152.30.50 10.152.30.1 TCP 24773 > http [ACK] Seg=590857294 Ack=1332285559 Win
4 0.011116 10.152.30.50 10.152.30.1 HITP GET / HITP/l.1

| & 0 MizALd in 187 301 1A 152 30 8A Tre httn 5 24771 FACK] Sanz13327A5554 nu:qqnnq‘m:«:i

b Frame 1 (74 bytes on wire, T4 bytes captured)

b Ethernet II, Sre: aa

+ Transmigsion Control Protocol, Sre Port: 24773 (24773), Det Port: http (B0), Segqg: 590857293, Ack: 0, Len: O
24TT3 (24773)

Source port:

Destination port: http (80)

Sequence number: 590857293

Header length:

= Flags: 0x0002

D.v:c weea E
L
il saa =
P LT
s Qe =
D =

1. =

Window =size:

40 bytes

{SYH)

Congestion Window Reduced (CWR): Mot set
ECH=-Echo: Hot =et

Urgent: Not set

Acknowledgment: Not set

Push: Hot set

= Reset: Hot seat
= Syn: Set

Fin: Not =et

5840

Checksum: 0x971b [correct]
b Options: (20 bytes)

:8a:03:00:00:00 (aa:aa:03:00:00:00), Dst: Intel-Hf d1:35:7e (00:a0:cB:d1:35:78)
10.152.30.50 (10.152.30.50), D=t:

10.152.30.1 (10.152.30.1)

[rternet Protocal (ip), 20 bytes

| EEIEEEDTD o

CLEL Y oS

jiri.kubina@osu.cz

) tcpethersal-Et | @ Fireforbin([z] = |° i
[© { BN s o g 09:21

| =  Konsale 2] =+ R
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2. Odesl ani potvrzovaci ho (ACK) paketu

Host B na zadost /z Host A/ odpovi da odesl ani m paketu s
nast avenym synchroni zacni m bitem (SYN) a acknow edgnent
bitem (ACK) na Host A Host B zasila svuj ISN-B a jako ACK
nunber je odeslan Initial Sequence Nunber /z Host A/ plus 1
(I SN-A+1) ktere indi kuje ze paket navazujici spojeni byl
korektne prijat.

Host A <------ SYN(| SN- B) / ACK( | SN- A+1) - ----- Host B

jiri.kubina@osu.cz Centre of Information Technology - University of Ostrava
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Host A <------ SYN(ISN-B)/ACK(I SN-A+1) ------ Host B

= op ethereal - Ethereal =
Elle Edit Wiew Go Caplure Analyze Statistics Help

SuRiod CRxRE A¢»0FL BB aaal $UEX

E]HIIEE | (ip.addr eq 10,152 30.50 and ip.addr &g 10,152 30.1) and (icp.port m)d-?El + Expression._.. %Wmmi f Pouzit

Source
10.152.30.50
F 1 10.152.30.1
3 0.001G68 10.152.30.50

Info =
10.152.30.1 24773 > http [SYN] Seg=5902857293 Ack=0 Win=5840 Len
Suklallsiutets T e e e e

10.152.30.1 TCP 24773 > http ACH] Seqg=590257294 Ack=1332285559 Win

Destinatson

1 0.000000

4 0.011118 10.15%2.30.50 10.152.30.1 HITP GET / HITP/1l.1 I
BN M1 2R1d 1h 162 01 10 182 30 8N TED httn % 24771 (ACK1 Sanz1 IIVJAGEEG A-USEANAETAR? Win [T
! [

[b Frame 2 {74 bytes on wire, T4 bytes captured)

b Ethernet II, Sre: Intel-Hf 41:35:7e (00:80:¢9:d1:35:7&), Dst: IntelCor 16:ab:0e (00:15:00:16:8b:0=)

b Internet Protoecel, Sre: 10.152.30.1 (10.152.30.1), Dest: 10.152.30.50 (10.152.30.50)

= Transmigsion Control Protocol, Sre Port: http (80), Det Port: 24773 (24773), Seg: 1332285558, Ack: 590857294, Lemn: 0O
Source port: http (80)
Destination port: 24773 (24773)
Seqguence number: 1332285558
Acknowledgement number: SO0BST224
Header length: 40 bytes

= Flage: 0x0012 (SYH, ACK)

0... .... = Congestion Window Reduced (CWR): Mot =et
0. 2wu.. = ECH=-Echo: Hot set
a0 ... = Urgent: Not set
1 .... = Acknowledgment: Set
. O... = Push: Hot set
.0.. = Rezet: Hot sat

..1. = Syn: Set
.0 = Fin: Not =set
Window size: 5792
Checksum: 0x6a39 [correct]
b Options: (20 bytes)
= [SEQ/ACK analysi=]

[Thie is an ACK te the segment in frame: 1] I=
LR - Lo L . UL TN, T P S pap— P A A P, Rp——— p— } e
| File: “rootfiptablesiop ethereal” S367 Bytes 00:00:44 ! P3TDATM 0 o
- ﬂ - - . | -
| 1 3 dLIE{I (Mone) r@ 1B Eth]' Firefoe-bin [2] = | ; .
ST Y e TR € et o g (G 5w 6 ) 0922
- = 4 6 9 Dorutena posts | B Konsole 2] NS
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3. Dokonceni negotiation /vyjednavani, dohodnuti/ odeslanim
final ni ho acknow edgnent (ACK) paketu na Host B.

Host A zasila zpet na Host B finalni ACK paket a sequnce
nunber jako potvrzeni prijeti predchozi ho paketu. Spojeni je
konmpl etni, data nohou zacit tect nezi Host A a Host B.

jiri.kubina@osu.cz Centre of Information Technology - University of Ostrava
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Host A ------ ACK(ISN-B+1l) ------> Host B

& tcpethereal - Ethereal

Eile Edit Miew Go Caplure Analyze Statistics Help

BEY cR*®E R¢»FI[EGE QA0 BUEX

E]Ellecl (ip.addr &q 10.152 30.50 and ip.addr eq 10.152 30.1) and E‘u:p.parteﬂzd?El + Expression .. EWmm‘l f [Prouit

Sounce Destination Inif =
1 0.000000 10.152.30.50 10.152.30.1 24773 > http [SYN] Seqg=590857293 Ack=0 Win=5840 Len

2 0.001619 10.152.30.1 10.152.30.50 TCP http > 24773 [SYNW,
3 0. 001668 10.152.30.° 10.152.30.) TCE 24773 > http [ACK]

4 0.0111186 10.152.30.50 10.152.30.1 HITP GET / HTTP/l.1
5 0 M1 2R1d4 1M 1652 306 1 10 182 30 8A TER httn = 24773 (ACK1 Sanz13I127AGEEG AcL=SQNASTAZ? Win |7

Ll | I— Y

CK] Seq=13322B5558 Ack=590B5T7Z29

Frame 3 (66 bytes on wire, 66 bytes captured)
Ethernet II, Src: aa:aa:03:00:00:00 (aa:aa:03:00:00:00), Dst: Intel-Hf d1:35:7e (00:a0:c3:d1:35:7e)
Internat Protecol, Sre: 10.152.30.50 (10.152.30.50), Det: 10.152.30.1 (10.152.30.1)
Tranemigesion Control Protecol, Sre Port: 24773 (24773), Det Port: http (BO), Seq: 590857294, Ack: 1332285559, Len: O
Source port: 24773 (24773)
Destination port: http (80)
Sequence number: S90857294
Acknowledgement number: 1332285559
Header length: 32 bytes
= Flage: Ox0010 (ACK)
0... .... = Congestion Window Reduced (CWR): Not =et =
0.. .... = ECH=Echo: Hot set
a0 wue. = Urgent: Not set

q v v o

el voe. = Acknowledgment: Set
.+- 0... = Push: Hot set
ses «0.. = Regat: Hot sBet
ves o0, = Syn: Not set
.0 = Fin: Not =et
Window size: 1460
Checksum: Oxa9e9 [correct]
B Options: (12 bytes)
- [SEQ/ACK analysis]
[Thie is an ACK to the segment in frame: 2]

L T T L i T AU ST o 12 T T I 1 o o T T S puny | frot

[File: “Imootiiptabiesicp elhereal” 5367 Byles 00 00.44 [F37D7M 0 e

| = | 1 " @ Licaione) | €) tcpaethereal- Bt | @ Firefoxbin (2] | o r—
@ 6 _,f- .) @ a ﬂ% ij:l.ltenapnsh. |r- Konsole [2] -’]:_ ma Lﬂﬁ'ﬁw L ﬁ 09:22 '

JE01-38
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5. Dat ova vynena TCP

1. Prenos dat protokolu vyssi vrstvy ponoci paketu s
pri znakem PSH ACK

Host A chce prenest data /konkretne protokolu HITP - GET/ na
Host B. Data zabali do TCP paketu a obvykle ho vybavi ho

pri znakem PSH ACK. Priznak PSH neni povinny (vubec se na nej
neda spol ehnout). To ze paket nese nej aka data neni urceno
pri kazem PSH, ale tim, ze datova del ka TCP paketu je vetsi
nez nula ! Del ka paketu je v nasem pri pade 528B.

jiri.kubina@osu.cz Centre of Information Technology - University of Ostrava
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Elle Edit View Go Capure Analze Swatisics Help

ﬁﬁﬁﬁ'&@xﬁﬁl@ééﬁaﬁi

Source Die stinatian
1 0.000000 10.152.30.50 10.152.30.1 24773 > http [SYN] Seq=590857293 Ack=0 Win=5840 Len
2 0.001619 10.152.30.1 10.152.30.50 TCP http > 24773 [SYN, ACK] Seg=13322B5558 Ack=59085723
3 0.001668 10.152.30.50 10.152.30.1 241‘13 > http [AEI{] Seg=590857294 Ack=1332285559 Win

5N Iﬂtn * ?4'1‘11 I‘h"H'I San=13333ACERG A-~L=EQAASTAZD Win

| | I— T

1 163 06 1 16 183 360

&0 M1 AR1d

Frame 4 (594 bytes on wire, 594 bytes captured)
Ethernet I, Sre: aa:aa:03:00:00:00 (aa:aa:03:00:00:00), Dst: Intel-Hf d1:35:7e (00:a0:c9:d1l:35:7e)
Internet Protocol, Sre: 10.152.30.50 (10.152.30.50), Det: 10.152.30.1 (10.152.30.1)
Transmission Control Protecol, Srec Port: 24773 (24773) ., Det Port: http (BO), Seq: 590857294, Ack: 1332285559, Len: 528
Source port: 24773 (24773)
Destination port: http (20)
Seguence number: 590857294
[Hext seguence number: 590857822]
Acknowledgement number: 1332285559
Header length: 32 bytes
= Flags: Ox0018 (PSH, ACK) T

4 v ww

... +v.. = Congestion Window Reduced (CWR): Not =et
.0.. .... = ECH-Echo: Hot set
0. .... = Urgent: Not set
1 ..., = Acknowledgment: Set
. 1... = Pugh: Set

.0.. = Reset: Hot set
sases 2o = Syn: Not set
saes 2@ = FLn: Not set

Window size: 1460
Checksum: Ox1dB5 [correct]

b Options: (12 bytes) -
e —— e —iemimie — -
[File: “Mootiptableshcp. ethereal” 5367 Byles 00.00.44 '!P-Irl::rn M0 i
TI 1 lecq {None) r@W'l :th]' Firefox-bin [2] u,g 24
@ e ' @ a n Dmcen' poSia | - KETISHE 12] - ﬂ a I.._.J ﬁ' ég ‘.\v" ﬂ T
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2. Potvrzeni prijeti paketu s daty ACK

Host B potvrzuje prijeti paketu s daty paketem s priznakem
ACK. Del ka pakeu je O0B.

Host A <------ ACK( SEQ+528) ------ Host B
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T2 §op ethereal - Ethereal £
Eile Edit Miew Go Capture Analyze Statistics Help

SEed R xS Re+»2TF L FE Qa0 $UEX |

E]Hher|[|paﬂdrm‘lu1523{:5I:Iand|p,auclreq1u}523D1]ammppurtm24?El+E:p!:dm %Wmmi fEnu!I:l
Saunce

Destinatson Infe

=]

2 0.001619
3 0.001668
4 0. 011116

10.152.30.1
10.152.30.50
10.152.30.50

10.152.30.50
10.152.30.1 TCP
10. 152 30.1

B oA fAsGGn 1A 1E% M 1 1M 1% 34 EA uTTD

UTTE A 1 304 WMot Wads Fiad [t

http > 24773 [SYH, ACK] Seg=13323285558 Ack=59085723
24773 > http [ACK] Seq=590857294 Ack=13322ZB5559 Win
GET ! HTTP!l 1

Frame 5 (66 bytes on wire, 66 byrtes captured)
Ethernet II, Sre: Intel-Hf d1:35:7e (00:a0:c9:41:35:78)
Internet Protoecol, Sre: 10.152.30.1 (10.152.30.1), Det: 10.152.30.50 (10.152.30.50)

» Dst: IntelCor l6:ab:0e (00:15:00:16:ab:0e)

CEE- - -

Transmigsion Control Protecol, Srec Port:

http (80), Det Port:

Source port:

http (80)

24773 (24773), Seq:

1332285559, Ack: 590857822, Len: O

Destination port: 24772 (24773)
1332285559
590857822

Sequence number:
Acknowledgement number:
Header length: 32 bytes
= Flage: ox0010 (ACK)
0... .... = Congestion Window Reduced (CWR):
0. 2wu.. = ECH=-Echo: Hot set
a0 ... = Urgent: Not set

Hot =et

1 .... = Acknowledgment: Set
. O... = Push: Hot set
.0.. = Rezet: Hot =at
..0. = Syn: Not mset
e .0 = Fin: Not =set
Window size: 6432
Checksum: 0x946a [correct]
b Options: (12 bytes)
= [SEQ/ACK analysi=]
[Thie is an ACK to the segment in frame: 4]

L T T T N L T O, VO SRy M 0 T 1o 1, e T ¥ - SR Juy |

iy
-

[File: “Irootiiplabiesicp ethereal” 5367 Byles 00.00 44

!P'ITD‘HM'D

%

rdiLuquumﬁ

ﬁE}Htuﬂurlﬂ :uﬂi.anﬂownn[n Nis

©6oagoS"

jiri.kubina@osu.cz

9 Dorucena podia | & Konscle [2] -

MRS o 995,

JOCE-01-38
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6. Ukonceni spojeni TCP

Miuze inicionat |ibovolna strana /jak klient tak server/.

-half cl osed - FIN pouze z jedne strany
-cl osed - FIN z obou stran
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1. desl ani FI N ACK paketu

Host B jiz odeslal vsechna data na Host A a chce proto
ukoncit spojeni. Posila proto na Host A paket s priznakem
FI N ACK. Host B tinto zahajil aktivni ukonceni spojeni a
Host A jiz nyni muze provest pouze pasivni ukonceni spojeni.
Qd teto chvile jiz nenuze Host B odesilat data /pakety s

pri znakem PSH. Druha strana vsak nuze v odesil ani dat
pokracovat, dokud sama neprovede ukonceni spojeni /tonuto
stavu se rika half cl osed/.Paket se posuzuje jako by nel

del ku 1B.

Host A <------ FI N( SEQ B) / ACK( ACK) ------ Host B

jiri.kubina@osu.cz Centre of Information Technology - University of Ostrava
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Host A <------ FIN(SEQ B)/ACK(ACK) ------ Host B

e tepethereal - Ethareal -2

Elle Edi Mew Go Caplure Analyze Statisics Help
SEcda cR > Res0F & EBE QaQaQF MME X

IEIE“'“ | (ip.addr eq 10,152 30.50 and ip.addr &g 10,152 30.1) and (icp.port mzd?lj + Expression._.. I%Wmml[ wf Eou:th|

No. | Time . | seurce | Destinaton | Proteest | inta E
e WamikiwId IV EET EEE A AR A AW dF a3 K A% [ LEE - o
26 16.820371 10.152.30.1 10.152.30.50 TCP http > 24773 [FIHN, ACK] Seq=1332286340 Ack=59085BG& %J
27 16.85B638 10.152.30.50 10.152.30.1 TCP 24773 > http [ACK] Seq=590B58661 Ack=1332286341 Hi.n
28 17.950933 10.152.30.50 10.152.30.1 TCP 24773 > http [FIN, ACK] Seq=59%0858661 Ack=133328634
29 17.963432 10.152.30.1 10.152.30.50 TCP http » 24773 [ACK] Seq=1332286341 Ack=590B58662 Win -]
| I Y
b Frame 26 (66 bvtes on wire, 66 bytes captured)
b Ethernet II, Sre: Intel-Hf 41:35:7e (00:80:¢9:d1:35:7&), Dst: IntelCor 16:ab:0e (00:15:00:16:8b:0=)
b Internet Protocol, Sre: 10.152.30.1 (10.152.30.1), Det: 10.152.30.50 (10.152.30.50)
= Transmigsion Control Protocol, Sre Port: http (80), Det Port: 24773 (24773), Seg: 1332286340, Ack: 590858661, Lemn: O
Source port: http (80)
Destination port: 24772 (24773)
Sequence number: 1332286340
Acknowledgement number: S90BS5BG6E1
Headar length: 32 bytes
= Flage: ox0011 (FIH, ACK)
0... .... = Congestion Window Reduced (CWR): Mot =et
0.. +... = ECH=-Echo: Hot set
a0 ... = Urgent: Not set
.1 .... = Acknowledgment: Set
. O... = Push: Hot set
.0.. = Rezset: Hot sat
..0. = Syn: Not set
cass »a.1 = Fin: Set
Window size: B576
Checksum: O0xTeee [correct]
| EEEER R o
©Oom@gO g8 NN i [y % 09:26
= =" 4 - & ﬂ.Du'.u;tenams,:. | Konsole 2) g uhﬁ“ ~ R i
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2. Potvrzeni prijeti FIN paketu

Host A potvrzuje uzavreni spojeni druhou stranou /provadi
pasi vni ukonceni spojeni/. Je nozne v tonto paketu odesl at
| priznak FIN a timprovest uzavreni cel eho spojeni. Paket
se posuzuje jako by nel del ku OB.

Nyni nmuze Host A stale posilat data na Host B a ten nmu je
bude potvrzovat pakety s priznakem ACK. Pokud jiz Host A
nema co odesilat a preje si cel kove ukoncit spojeni

nasl eduj e dal si krok.
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Host A

T2 tep ethereal - Ethereal

Elle Edit View Go Capure Analze Swatisics Help

H&ﬁiﬁﬁ@x@&!@ewmag

- - - ACK(SEQ B+1)

EI

Source

AW La s, 20, I

10.152.30.1

Diestinatson

AT L F e dW . K ER"] o [ B I

ML [AWK] SE FoUCI o0l ACR-LJJSooUs I WL
10.152.30.50 http > 24??3 [FIH ICK] Saq-lEEREBESID lEk 590285866

Irifis

L Wemds Faa Tl

26 16.820371

28 17.950933 10.152.30.50 10.152.30.1 24?73 = http [FIH lCK] Saq-SgﬂBSBEEL Ack-133223634
22 17.963432 10.152.30.1 10.152.30.50 TCP http > 24773 [ACK] Seq=1332286341 Ack=590B58662 Win |+

] T O

b Frame 27 (66 Lvtes on wire, 66 bytes captured)
b Ethernet II, Src: aa:aa:03:00:00:00 (aa:aa:03:00:00:00), Dst: Intel-Hf d1:35:7e (00:a0:eD:d1:35:7e)
b Internet Protocol, Srec: 10.152.30.50 (10.152.30.50), Det: 10.152.30.1 (10.152.30.1)
+ Transmission Control Protocol, Sre Port: 24773 (24773), Det Port: http (B0), Seqg: 590858661, Ack: 1332286341, Lem: 0O
Source port: 24773 (24773)
Destination port: http (20
Seqguence number: 590858661
Acknowledgement number: 1332286341
Header length: 32 bytes
= Flage: ox0010 (ACK)

0... +.v.. = Congestion Window Reduced (CWR): Not set |
0. 2wu.. = ECH=-Echo: Hot set
0. .... = Urgent: Not set
.1 .... = Acknowledgment: Set
. O... = Push: Hot sat
.0.. = Re=et: Hot set

..0. = Syn: Not s=et
saes aa.0 = Fin: Not set
Window size: 1728
Checksum: 0x8970 [correct]
b Options: (12 bytes)
= [SEQ/ACK analysi=]
[Thie is an ACK te the segment in frame: 26]

o

FII:"MFHI:-HME;I;MI ﬂh;yt;;;&h]]ﬁnn — !F"I?D‘H'M'D o
1] 1 lecq {None) r@lﬁﬂ-‘] :H:]' Firefou-bin [2] A:‘ ug 2?
@ 6 Q @ a 9 Dorucena podia |- Konsole [2] = Tl a e ﬁ ~ ‘ﬂ NS
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3. Ukonceni spojeni | z druhe strany

Host A jiz nema co odesilat a preje si ukoncit spojeni.
(desl e na Host B paket s priznakem FIN ACK a ti m ukonci

spojeni I z druhe strany. Paket se posuzuje jako by nel
del ku 1B.
Host A ------ FI N(SEQ A)/ ACK( SEQ- B+1) ------ > Host B
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Eile Edit Miew Go Capture Analyze Statistics Help

SEiee PR xS RevsDF L

Source Destinatson

ITo Tt imrd IV Lo e s o FLET T TEAEE ) MLLY [AGh] S0y VoI Ooul Avh- Lol ocoUedw WL ||
26 16.820371 10.152.30.1 10.152.30.50 http > 24773 [FIN, ACK] Seg=1332286340 Ack=59085B66 B
27 16.858638 10.152.30.50 10.152.30.1 24773 > http [HEK] Sﬁq-sauasaﬁﬁi

23 17.963432 10.152.30.1 10.152.30.50

[0 Frame 28 (66 bytes on wire, 66 bytes captured)

b Ethernet II, Src: 2a3:3a:03:00:00:00 (aa:8a:03:00:00:00), Dst: Intel-Hf d1:35:7e (00:80:c9:d1:35:7&)

b Internet Protoecel, Sre: 10.152.30.50 (10.152.30.50), Det: 10.152.30.1 (10.152.30.1)

+ Transmigsion Control Protocol, Sre Port: 24773 (24773), Det Port: http (B0), Seg: 590858661, Ack: 1332286341, Lemn: O
Source port: 24773 (24773)
Destination port: http (80)
Sequence number: S90B5BGEGE1
Acknowledgement number: 1332286341
Header length: 32 bytes

= Flage: 0x0011 (FINH, ACK)

0... .... = Congestion Window Reduced (CWR): Mot =et
0. wu.. = ECH=-Echo: Hot set
a0 ... = Urgent: Not set
1 ... = Acknowledgment: Set
. O... = Push: Hot set
.0.. = Rezset: Hot sat

..0. = Syn: Not set
cass »a.1 = Fin: Set
Window size: 1728
Checksum: 0x885e [correct]
b Options: (12 bytes)

[File: “Irootiplabiesicp ethereal” 5367 Byles 00.00 44 ! P37TDATMO 5
.H 1 3 |" & Licg (None) r@w1 :u;]l Firefowbin [2] = | ﬂﬂ 2?
@ 6 Q @ ﬁ 6 | Doruiena posta |- Konsole [2] = s a Ee ﬁ ~ ;ﬂ e
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4. Potvrzeni cel koveho ukonceni spojeni ACK

Host B provede potvrzeni cel koveho ukonceni spojeni paketem

s priznakem ACK. Po tonto paketu je spojeni ukonceno a data
nenohou tect ani jedni msnerem

Host A <------ ACK( SEQ A+1) ------ Host B

jiri.kubina@osu.cz Centre of Information Technology - University of Ostrava
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.ﬂ-ltpeUth-Eﬂtunl_!
Elle Edit Wiew Go Caplure Analyze Statistics Help

SuRiod A8 I¢»0F2 BB aaal $UEX

E]HIEE | (ip.addr eq 10.152 30.50 and ip.addr &g 10.152 30.1) and E‘u:p.pnrtm)d?EI + Expression._.. %Wmmi f Pouzit

Source De stinatian Infa
ITo Tt imrd IV Lo e s o FLET T TEAEE ) EXTfF = HMLLP [AGh] o0y JoUeroonl ALh-LliJocoUedy WLIL
26 16.820371 10.152.30.1 10.152.30.50 TCP http > 24773 [FIN, ACK] Seg=1332286340 Ack=59085B66

27 16.858638 10.152.30.50 10.152.30.1 TCP 24773 > http [ACK] Seq=590858661 Ack=1332Z86341 Win
2B 17.950933 10.152.30.50 10.152.30.1 24773 > http [FIN, ACK] Seg=59%90858661 Ack=133228634 [a

b Frame 29 (66 bvtes on wire, 66 bytes captured)
b Ethernet II, Sre: Intel-Hf 41:35:7e (00:80:¢9:d1:35:7&), Dst: IntelCor 16:ab:0e (00:15:00:16:8b:0=)
b Internet Protoecel, Sre: 10.152.30.1 (10.152.30.1), Det: 10.152.30.50 (10.152.30.50)
= Transmigsion Control Protocol, Sre Port: http (80), Det Port: 24773 (24773), Seqg: 1332286341, Ack: 590858662, Lemn: 0O
Source port: http (80)
Destination port: 24773 (24773)
Sequence number: 1332286341
Acknowledgement number: SO0BSBGE2
Header length: 32 bytes
= Flage: ox0010 (ACK)
0... .... = Congestion Window Reduced (CWR): Not =et ]
«Bse wuww = ECH=-Echo: Mot set
walle e = Urgent: Not set
1 .... = Acknowledgment: Set
. O... = Push: Hot set
.0.. = Rezet: Hot =et
..0. = Syn: Not set
PR .0 = Fin: Not =et
Window size: 8576
Checksum: 0xédZc [correct]
b Options: (12 bytes)
= [SEQ/ACK analysi=]
[Thie is an ACK te the segment in frame: 28]

L T T T W L T O, VO SRR - T 1 A SRR |

[File: “Irootiiplabiesicp ethereal” 5367 Byles 00.00 44 [P37D 7m0 o

- — i 3 |" & Licg (None) € tcpathereal - B | @ Firefoxbin [2] = | . = e
@ 6 ! Q @ ﬁ .H 4 6 9 Dorucena podia |r|- Konsole [2] -]_ e a mﬁﬁw L ,ﬂ 09:27 "]

JCE-01-38

iy

-
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6. Reset spojeni TCP

Spoj eni se odmta nastaveni mpriznaku RST v TCP paketu. Toto
se dej e obvykle ve dvou pri padech:

Kl i ent pozaduje spojeni na TCP portu na kterem server
neposl oucha

. Apl i kace odmta dal e pokracovat v jiz navazanem spoj eni
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Reset spoj eni

18 RST-Ethereal 2

Eile Edit Miew Go Capure Analyze Statistics Help

TCP

E aQaf] wME X

[b Frame 2 {54 bytes on wire, 54 bytes captured)

b Ethernet II, Ste: 00:00:00 00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)

b Internet Protocol, Sre: 10.152.30.50 (10.152.30.50), DeEt: 10.152.30.50

w Transmigsion Control Protocol, Sre Port: http (80), Det Port: 21155 (21155), Seqg: 0, Ack: 126786873, Len: O

Source port: http (80)
Destination port: 21155 (21155)
Sequence number: 0
Acknowledgement number: 126786873
Header length: 20 bytes
b Flage: 0Ox00L4 (RST, ACK)
Window =ize: 0O
Checksum: Ox66B2 [correct]
- [SEQ/ACK analysis)
[This is an ACK to the segment in frame: 1]

[The RTT to ACK the segment was: 0.000101000 seconds]

(LO.152.30.50)

[File: “ThemeljuraliptablesRST" 184 Bytes 00:00:00

P2Di2M:0

%

-
OpenOffice.ora |

—
@ 6 H,, Q @ ﬁ .F‘: ol ¢ | ?::s;'::-i“ F.rerm-un[zpjﬂmmnunc |
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/.Pouzite zdroje a nastroje
Zdroj e

. Vel ky pruvodce protokoly TCP/IP a systemem DNS —
L. Dost al ek A. Kabel ova

.V prezentaci jsou pouzity obrazky z vyse uvedene kni hy.

.V prezentaci byly pouzity obrazky z kni hy A S. Tanenbaum
Conput er Networks. Fourth edition. Pearson Education
(Prentice Hall) 2003. | SBN 0-13-038488-7

Nastroj e
. et her eal

. tcpdunp
. OpenOfice
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DeKuji za pozornost
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